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Action: LEAs/ Operators can take appropriate actions, suchas.

The next-gen Al/ML solution for
neutralising cyber crimes.

misuse.
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About
ASTR

Al and Facial Recognition powered

Solution for Telecom SIM Subscriber

VeRification (ASTR) is an advanced

solution developed by India's Centre

for Development of Telematics

(C-DOT), a premier R&D centre of Ministry of Communication,
Government of India.

ASTR harnesses the power of artificial intelligence (Al) and

facial i jonise the verif of

Subscriber Identity Module (SIM) significantly reducing the risk
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databases of subscriber images, swiftly identifying connections

obtained through forged documentation. This enables telecom
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Objectives

Tocarry out 100% SIM
verification across all TSP.

Prevention of cyber-crimes
and frauds.

i LEAsintheir {
offlnanc!al frauds and cyber crimes.

Sample Case:

rds These SIM cards are used to
create fraudulent bank accounts
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WhatsApp and Facebook.
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ASTR detects Fraud
ONE PERSON

Financial Luring
Fraud Victim:

ASTR Breaks the Chain:

Benefits of ASTR

Facial Recognition ; Fraud D
ntifies multple SIN
linked tot

STR's Al-powered
facial recognition accurately identifies multiple SIM
connections associated with asingle individual, enabling
early detection & prevention of fraudulent activities.

Increased Security: By reducing the prevalence

of fraudulent SIM cards, ASTR strengthens the overall
security of the telecom network, protecting consumers
fromidentity theft, financial fraud, and other cybercrimes.

Early Detection
tallows aut
fraudulen

Improved Efficiency: ASTR's automated processes
streamline the verification of SIM card subscribers,
reducing the need for manualintervention & minimising
the time and resources required for fraud detection

Prevenllon
By

Cost Savings: By preventing fraudulent activities,
ASTR helps telecom operators avoid financial losses
associated with fraudulent SIM card usage, such as
unauthorised calls, SMS scams, and data theft.

Investigation



